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Detailed Description Text (11) : 

One concept of the isolated execution architecture is the creation of an isolated 
region in the syste m memory, referred to as an isolated area, which is protected by 
both the processor and chipset in the computer system. The isolated region may also 
be in cache memory, protected by a translation look aside (TLB) access check. Access 
to this isolated region is permitted only from a front side bus (FSB) of the 
processor, using special bus (e.g., memory read and write ) cycles, referred to as 
isolated read and write cycles. The special bus cycles are also used for snooping. 
The isolated read and write cycles are issued by the processor executing in an 
isolated execution mode. The isolated execution mode is initialized using a 
privileged instruction in the processor, combined with the processor nub loader 52. 
The processor nub loader 52 verifies and loads a ring-0 nub software module (e.g., 
processor nub 18) into the isolated area . The processor nub 18 provides 
hardware-related services for the isolated execution. 

Detailed Description Text (25) : 

FIG. ID is a diagram illustrating a computer system 100 in which one embodiment of 
the invention can be practiced. The computer system 100 includes a processor 110, a 
host bus 120, a memory controller hub (MCH) 130, a system memory 140, an 
input/output controller hub (ICH) 150, a non-volatile memory, or system flash, 160, 
a mass storage device 170, input/output devices 175, a token bus 180, a motherboard 
(MB) token 182, a reader 184, and a token 186. The MCH 130 may be integrated into a 
chipset that integrates multiple functionalities such as the isolated execution 
mode, host - to-peripheral bus interface, memory control. Similarly, the ICH 150 may 
also be integrated into a chipset together or separate from the MCH 13 0 to perform 
I/O functions. For clarity, not all the peripheral buses are shown. It is 
contemplated that the system 100 may also include peripheral buses such as 
Peripheral Component Interconnect (PCI) , accelerated graphics port (AGP) , Industry 
Standard Architecture (ISA) bus, and Universal Serial Bus (USB ) , etc. 

Detailed Description Text (29) : 

The host bus 120 provides interface signals to allow the processor 110 or processors 
110, 110a, and 110b to communicate with other processors or devices, e.g., the MCH 
130. In addition to normal mode, the host bus 120 provides an isolated access bus 
mode with corresponding interface signals for memory read and write cycles when the 
processor 110 is configured in the isolated execution mode. The isolated access bus 
mode is asserted on memory accesses initiated while the processor 110 is in the 
isolated execution mode. The isolated access bus mode is also asserted on 
instruction pre-fetch and cache write-back cycles if the address is within the 
isolated area address range and the processor 110 is initialized in the isolated 
execution mode. The processor 110 responds to snoop cycles to a cached address 
within the isolated area address range if the isolated access bus cycle is asserted 
and the processor 110 is initialized into the isolated execution mode. 

Detailed Description Text (30) : 

The MCH 130 provides control and configuration of memory and input/output devices 
such as the system memory 140 and the ICH 150. The MCH 130 provides interface 
circuits to recognize and service isolated access assertions on memory reference bus 
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cycles, including isolated memory read and write cycles. In addition, the MCH 130 
has memory range registers (e.g., base and length registers) to represent the 
isolated area in the system memory 140. Once configured, the MCH 130 aborts any 
access to the isolated area that does not have the isolated access bus mode 
asserted. 

Detailed Description Text (33) : 

The isolated bus cycle interface 152 includes circuitry to interface to the isolated 
bus cycle signals to recognize and service isolated bus cycles, such as the isolated 
read and write bus cycles. The processor nub loader 52, as shown in FIG. lA, 
includes a processor nub loader code and its digest (e.g., hash) value. The 
processor nub loader 52 is invoked by execution of an appropriate isolated 
instruction (e.g., Iso-Init) and is transferred to the isolated area 70. From the 
isolated area 80, the processor nub loader 52 copies the processor nub 18 from the 
system flash (e.g., the processor nub code 18 in non-volatile memory 160) into the 
isolated area 70, verifies and logs its integrity, and manages a symmetric key used 
to protect the processor nub's secrets. In one embodiment, the processor nub loader 
52 is implemented in read only memory (ROM) . For security purposes, the processor 
nub loader 52 is unchanging, tamper-resistant and non-substitutable . The digest 
memory 154, typically implemented in RAM, stores the digest (e.g., hash) values of 
the loaded processor nub 18, the operating system nub 16, and any other critical 
modules (e.g., ring-0 modules) loaded into the isolated execution space. The 
cryptographic key storage 155 holds a symmetric encryption/decryption key that is 
unique for the platform of the system 100. In one embodiment, the cryptographic key 
storage 155 includes internal fuses that are programmed at manufacturing. 
Alternatively, the cryptographic key storage 155 may also be created with a random 
number generator and a strap of a pin. The isolated execution logical processing 
manager 156 manages the operation of logical processors operating in isolated 
execution mode. In one embodiment, the isolated execution logical processing manager 
156 includes a logical processor count register that tracks the number of logical 
processors participating in the isolated execution mode. The token bus interface 159 
interfaces to the token bus 180. A combination of the processor nub loader digest, 
the processor nub digest, the operating system nub digest, and optionally additional 
digests, represents the overall isolated execution digest, referred to as an 
isolated digest. The isolated digest is a fingerprint identifying the ring-0 code 
controlling the isolated execution configuration and operation. The isolated digest 
is used to attest or prove the state of the current isolated execution. 

Detailed Description Text (48) : 

The isolated subsystem memory range setting register 280 stores the isolated 
subsystem memory range settings 281. The isolated subsystem memory range settings 
281 can be represented as a table having a plurality of rows and columns that store 
the settings for the subsystems within the isolated area . This table may represent 
the settings for all the possible subsystems in the isolated memory area, or it may 
represent a cache of settings for selected subsystems. Each row corresponds to a 
different subsystem and has a number of column entries that describe the subsystem 
and the subsystem's associated memory zone (75. sub. 0 -75. sub. N) in the isolated 
memory area 70 (FIG. 10). Each row includes an ID value 283, an entry attribute 285, 
a subsystem range setting 287, and an entry context 288. The ID value is a unique 
identifier for each subsystem. The entry attribute 285 includes a plurality of 
values including page size (such as large or normal sized) , read or write access, 
and a master subsystem flag. 
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ART-UNIT: 2186 

PRIMARY-EXAMINER: Peikari; B. James 

ATTY-AGENT-FIRM: Blakely, Sokoloff, Taylor & Zafman LLP 
ABSTRACT: 

A processor having a normal execution mode and an isolated execution mode generates 
an access transaction. The access transaction is configured using a configuration 
storage that stores configuration settings. The configuration settings include a 
plurality of subsystem memory range settings defining memory zones. The access 
transaction also includes access information. A mult i -memory zone access checking 
circuit, coupled to the configuration storage, checks the access transaction using 
at least one of the configuration settings and the access information. The 
mult i -memory zone access checking circuit generates an access grant signal if the 
access transaction is valid. 
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Abstract Text (1) : 

An apparatus and method for write posting in a universal serial bus (USB ) system 
includes a host computer connected to USB devices via a USB. The host computer 
generates requests to write data to memory within the USB device. The host computer 
includes a queue for posting the write requests on generation thereof. The write 
requests are posted in the queue until the host computer transmits a single data 
packet generated from the posted write requests . The Data packet is generated in 
response to the host computer generating a request to read data from the USB device, 
the host computer determining that the most recently posted write request is 
directed to a memory location within the USB device which is nonpostable, or an 
indication that the queue lacks storage space for subsequent write requests. The USB 
device receives the transmitted Data packet from the host computer and writes data 
to internal memory locations in accordance with the received Data packet. 

Brief Summary Text (24) : 

The present invention solves the aforementioned problems and others and provides an 
apparatus and method for posting write requests in a USB -based system. The present 
invention is implemented in the USB system in which a host computer is coupled to 
USB devices via a USB. The host computer is configured to generate requests to write 
data to memory of one of the USB devices at designated memory addressed therein. The 
host computer includes a queue for posting each write request upon generation 
thereof. The write requests are posted until the host computer generates a flush 
command in response to (l)the host computer generating a read data request, (2) the 
host computer determining that the most recently posted write request is directed to 
a USB device memory location which is nonpostable, or (3) the host computer 
determining that the queue lacks sufficient storage space for subsequent write 
requests. In response to the flush command, the host computer generates a data 
packet from the posted write requests. The data packet is transmitted to the USB 
device via the USB . The USB device, in turn, writes data to internal memory 
locations in accordance with the received data packets. 

Brief Summary Text (25) : 

By posting the write requests in the queue, the host computer initiates a single bus 
transaction for a plurality of write requests rather than initiating a plurality of 
bus transactions, each one of which is for a single write request. The host computer 
comprises an I/O driver configured to generate individual requests to write data to 
memory locations within the I/O device in accordance with a software application 
executing in the host computer . Each write request generated by the I/O driver 
includes an address in the I/O device where data is to be written. A USB driver 
within the host computer is coupled to the USB and generates Data packets from the 
plurality of write requests posted in the queue. Once the Data packet is generated, 
the USB driver transmits the Data packet over the USB to the USB device. The host 
computer also includes a data structure stored in memory of the host computer for 
indicating postability of write requests posted within the queue. The data structure 
is accessible using addresses within the I/O device provided by the I/O driver write 
requests. A mini -driver coupled to the USB driver and data structure accesses the 
data structure using addresses of the write requests in order to determine the 
postability of the posted write request. If the mini-driver operating in connection 
with the data structure determines that the most recently posted write request is 



Record Display Form 



http://westbrs:8002^in/cgi-biii/accun^^SPT&action=PRESENT&p_^^^ 



directed to a memory location which is nonpostable, the mini -driver issues the flush 
command which causes the USB driver to transmit a Data packet generated from the 
posted writes. A mini-driver is also configured to monitor storage availability 
within the queue after each write is posted. If the mini-driver determines that the 
cjueue is incapable of receiving further write requests as a result of a lack of 
sufficient storage space, the mini -driver initiates the USB driver to transmit a 
Data packet generated from the posted write request . 

Detailed Description Text (6) : 

USB device 30 includes: device interface 22 which, in one embodiment, is a CPU with 
a USB port; firmware 24, and; I/O device 14. I/O device 14 includes memory (not 
shown) accessible by device interface 22 acting in accordance with firmware 24 and 
commands received from host computer 12 . 

CLAIMS : 

5. A universal serial bus system comprising: 

a universal serial bus (USB) for transmitting data between devices coupled to the 
USB; 

a USB device coupled to the USB, the USB device having an addressable memory for 
storing data; 

a host computer coupled to the USB, wherein the host computer is configured to 
generate individual requests to write data to memory of the USB device; 

a queue for posting host computer generated requests to write data to memory of the 
USB device; 

wherein the host computer is configured to generate a data packet for transmission 
over the USB to the USB device, wherein the data packet is generated from the write 
requests posted in the queue, and wherein the 

host computer is configured to generate the data packet when the queue lacks space 
to post further write requests. 

6. The system of claim 5 further comprising a memory coupled to the host computer, 
for storing a data structure containing information indicating postability of host 
generated write requests in the queue, wherein the data structure is accessible 
using memory addresses of the USB where data is to be written. 

7. The system of claim 6 wherein the host computer is configured to access the data 
structure using memory addresses in the USB device where data is to be written, 
wherein the host computer generates the data packet in response to the data 
structure indicating non-postability of a write request most recently posted in the 
queue. 

12. In a system including a host computer and USB devices coupled to the host 
computer via a universal serial bus (USB) , wherein said host computer generates 
requests to write data to the USB devices, a method comprising: 

the host computer generating a first request to write a first data to memory in a 
USB device at a first memory address; 

the host computer posting the first request in a cjueue; 

the host computer generating a second request to write second data to memory in the 
USB device at a second memory address; 

the host computer posting the second request in the queue; 

the host computer determining whether the second data is postable; 

the host computer generating a data packet from the first and second requests stored 
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in the queue in response to the host computer determining the second data to be 
nonpostable; 

the host computer sending the data packet over the USB to the USB device, and; 

the USB device writing the first and second data into memory of the USB device in 
response to the USB device receiving the data packet from the host computer . 

15. The method of claim 12 further comprising: 

the host computer creating a data structure including information indicating 
postability of data to be written to memory in the USB device, wherein postability 
information in the data structure is accessible using memory addresses in the USB 
device where data is to be written; 

the host computer accessing the data structure with the second address to determine 
whether the second data is pos table; 

wherein the host computer generates the data packet in response to the data 
structure indicating the second data is nonpostable. 
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ART-UNIT: 279 

PRIMARY-EXAMINER: Yoo; Do Hyun 
ASSISTANT -EXAMINER: Nguyen; Than 

ATTY-AGENT-FIRM: Conley, Rose & Tayon, P.C. Hood; Jeffrey C. Stephenson; Eric A. 
ABSTRACT : 

An apparatus and method for write posting in a universal serial bus (USB ) system 
includes a host computer connected to USB devices via a USB . The host computer 
generates requests to write data to memory within the USB device. The host computer 
includes a queue for posting the write requests on generation thereof. The write 
rec[uests are posted in the cjueue until the host computer transmits a single data 
packet generated from the posted write requests. The Data packet is generated in 
response to the host computer generating a request to read data from the USB device, 
the host computer determining that the most recently posted write request is 
directed to a memory location within the USB device which is nonpostable, or an 
indication that the queue lacks storage space for subsequent write requests . The USB 
device receives the transmitted Data packet from the host computer and writes data 
to internal memory locations in accordance with the received Data packet. 



16 Claims, 5 Drawing figures 
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Brief Summary Text (5) : 

When a peripheral device is first connected to the USB and the host computer through 
a standard USB communications port, the presence of the connected peripheral device 
is detected and a configuration process of the USB for the connected peripheral 
device, known as device enumeration, begins. The enumeration process assigns a 
unique USB address to the connected peripheral device, queries the connected 
peripheral device about its requirements and capabilities, writes data about the 
connected peripheral device into the host computer's operating system, and loads the 
appropriate software device driver from a storage location into the host computer's 
operating system. During the query, a data table stored in the peripheral device, 
which contains the particular peripheral device's configuration information, is read 
from the peripheral device into the host computer's memory . Upon completion of the 
enumeration process, the connected peripheral device is recognized by the host 
computer ' s operating system and may be used by application software being executed 
by the microprocessor of the host computer . The association of the device with the 
software device driver cannot be subsequently changed. 

Brief Summary Text (6) : 

In a serial bus system, such as the USB, the only opportunity for associating 
software device drivers with a peripheral device is at the time when the peripheral 
device is plugged into the USB and the enumeration process occurs. Thus, to alter 
the configuration or personality of a peripheral device, such as downloading new 
code or configuration information into the memory of the peripheral device, the host 
computer system must detect a peripheral device connection or a disconnection and 
then a reconnection . 

Brief Summary Text (12) : 

In addition, the universal serial bus interface system and method may be a single 
semiconductor chip which may be incorporated into a plurality of peripheral devices 
made by a plurality of manufacturers. The chip may initially have a generic 
configuration (e.g., not specific to a particular peripheral device). Then, the 
appropriate configuration information for a particular peripheral device and 
manufacturer may be downloaded to the chip, an electronic simulation of the 
disconnection and reconnection of the peripheral device occurs, the peripheral 
device is recognized as a new, manufacturer specific peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer . 

Detailed Description Text (3) : 

FIG. 1 is a diagram illustrating a standardized bus interface, such as a 
conventional computer system 20, that may include a host computer system 22 and a 
peripheral device 24. The peripheral device is connected to the host computer by a 
universal serial bus (USB ) 26. The host computer may include a central processing 
unit (CPU) 28 connected to a USB interface (I/F) circuit 30, and the USB standard 
provides a universal electrical and physical interface for the peripheral devices 
via bus 26. The CPU executes software application code located in a memory 31 and 
communicates data to and from the peripheral device through the USB interface and 
the USB 26. The host computer may also include an operating system 32 which may 
include a software device driver 33. The peripheral device 24 may include a USB 
interface circuit 34, a CPU 36 and a non-volatile memory 38 that may store 
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configuration information describing the characteristics of the peripheral device. 
The non-volatile memory may be a read only memory (ROM) or an erasable programmable 
read only memory (EPROM) . 

Detailed Description Text (4) : 

When the peripheral device is initially connected to the USB, an enumeration process 
is conducted in which the host computer determines the characteristics of the 
peripheral device by receiving the configuration information from the memory 38 
within the peripheral device, and configures the USB according to the 
characteristics of the peripheral device. As shown, the configuration information 
about the characteristics of the peripheral device in a conventional USB system is 
stored in a non-volatile memory 3 8 on the peripheral device. The data about the 
characteristics of the peripheral device is programmed into the non-volatile memory 
at the factory, and the characteristics of the peripheral device may not be easily • 
altered. In addition, the memory in the peripheral device stores all of the 
configuration information about the peripheral device which may require a large 
amount of memory in the peripheral device. 

Detailed Description Text (6) : 

FIG. 2 is a diagram illustrating a computer system 50 that may have a universal 
serial bus system in accordance with the invention. The computer system may include 
a host computer 52 connected to a peripheral device 54 by a universal serial bus 

(USB ) 60. The host computer may include a CPU 62, a memory 64, an operating system 
65 and a USB interface circuit 66. One or more peripheral device drivers, such as a 
first peripheral device driver 68, may be stored in the operating system 65. Each 
device driver contains information about the proper configuration of the USB for a 
particular class of peripheral devices. The operating system within the host 
computer may also contain a plurality of different configuration information sets 
70, which may include configuration data for a particular peripheral device 

(including which device driver to use) , microprocessor code to be executed by a CPU 
located in the peripheral device, or logic configuration data to configure logic 
circuits in the peripheral device. This invention advantageously enables these 
configuration information sets to be updated or altered easily since they are 
located in the host computer and not in a non-volatile memory in the peripheral 
device . 

Detailed Description Text (9) : 

In operation, during the initial factory configuration of the peripheral device with 
the USB interface system in accordance with the invention, the memory may store an 
identification code indicating the appropriate configuration information set to be 
loaded. Thus, when the peripheral device is first connected to the USB, the 
configuration information 70, including any microprocessor code applicable to the 
peripheral device and the appropriate configuration data for the peripheral device 
may be downloaded over the USB into the memory 74 of the peripheral device 54 as 
shown by the dashed arrow 78. The electrical simulation of the disconnection and 
reconnection of the peripheral device from the USB, as described below, may be 
initiated and a re -enumeration process may occur. During the re -enumeration process, 
the newly downloaded configuration information may be used to reconfigure the USB 
for the peripheral device and the host computer may select the appropriate software 
device driver 68 for the peripheral device based on the configuration information 
and load the device driver into memory 64 as shown by arrow 80. For example, a 
plurality of different peripheral devices manufactured by different companies may 
each include a USB interface system in accordance with the invention. The USB 
interface system for each peripheral device is identical (e.g. has a USB interface 
circuit and a memory ) except that each memory may contain an identification code 
that is unique to, for example, a particular manufacturer. When one of the 
peripheral devices is connected to the USB and the host computer, the appropriate 
configuration information for the peripheral device, based on the identification 
code, is downloaded over the USB to the memory of the peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer . 
Thus, a plurality of different peripheral device may include the same USB interface 
system hardware since the configuration information is located in the operating 
system of the host computer . Now, a conventional USB interface circuit and the 
universal serial bus interface circuit in accordance with the invention that permits 
the electronic disconnection and reconnection of the peripheral device will be 
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described. 

Detailed Description Text (14) : 

FIGS. 5, 6, and 7 are diagrams illustrating three different peripheral devices from 
different manufacturers, for example, being connected to a host computer in 
accordance with the invention. In each Figure, a computer system 14 0 may include a 
host computer 142, a plurality of peripheral devices, such as peripheral device "A" 
144 (shown in FIG. 5), peripheral device "B" 146 (shown in FIG. 6), peripheral 
device "C" 148 (shown in FIG. 7) and a USB bus 149. The host computer 142 may 
include a CPU 150, a memory 152, an operating system 154 and a USB interface circuit 
156. The operating system, in this example, may include a plurality of software 
device drivers, such as device driver "A" 158, device driver "B" 160 and device 
driver "C" 162, and a plurality of configuration information sets, such as device 
"A" characteristics 164, device "B" characteristics 166 and device "C" 
characteristics 168. 

Detailed Description Text (16) : 

As shown in FIG. 5, peripheral device "A" 144 may have a unique manufacturer 
signature in the non-volatile memory 178. When the peripheral device is connected to 
the computer system, the enumeration process begins in which the USB interface 
system 170 is recognized by the USB as a generic device and the unique manufacturer 
signature is read from the non-volatile memory by the CPU 150 over the USB 149. The 
unique signature identifies device "A" characteristics 164 as the appropriate 
configuration information and that configuration information may be downloaded over 
the USB 149 into the memory 174 of the peripheral device as shown by dashed arrow 
180. Then the electrical simulation of the disconnection and reconnection of the 
peripheral device occurs, as described above, which cause re -enumeration of the 
peripheral device. During re -enumeration, device driver "A" 158, which is identified 
by device "A" characteristics 164 as the appropriate device driver, is loaded from 
the operating system into the memory, as shown by arrow 182, such that the 
peripheral device is now recognized as a peripheral device with device "A" 
characteristics. Thus, a generic hardware USB interface system may be incorporated 
into a peripheral device and the particular characteristics for the particular 
peripheral device may be later downloaded from the host computer into the peripheral 
device. 

Detailed Description Text (17) : 

Similarly, as shown in FIGS. 6 and 7, the peripheral devices 146, 148 may include 
the generic USB interface system and a unique manufacturer signature in the 
non-volatile memory and may be re -enumerated in accordance with the invention so 
that the appropriate device characteristics are downloaded from the host computer 
over the USB into the memory of the peripheral device and the appropriate device 
driver may be selected by the host computer . Thus, peripheral device "B" 146 (shown 
in FIG. 6) may have device "B" characteristics 166 downloaded into its memory, as 
shown by dashed arrow 184 in FIG. 6, and the host computer may use device driver "B" 
160, as shown by arrow 186 in FIG. 6. The peripheral device "C" 14 8 (shown in FIG. 
7) may have device "C" characteristics 168 downloaded into its memory as shown by 
the dashed arrow 188 in FIG. 7 and the host computer may use device driver "C" 162 
as shown by arrow 190 in FIG. 7. Thus, a generic USB interface system may be 
incorporated into a plurality of different peripheral devices, the appropriate 
configuration information may be downloaded into the peripheral device, and the 
re-enumeration recognizes the peripheral device as a manufacturer specific device. 
The re -enumeration of the generic peripheral device ensures that the host computer 
discards all device driver information about the generic connection and loads the 
manufacturer-specific device driver software. 

Detailed Description Text (19) : 

The universal serial bus interface system in accordance with the invention provides 
several advantages. The system provides an easy technique to associate new device 
driver software with a peripheral device, known as re -enumeration. A peripheral 
device may be disconnected and reconnected to the USB without the physical 
disconnection and reconnection of the peripheral device to cause re -enumeration to 
occur. In addition, because the peripheral device is not physically disconnected 
from the host computer, the peripheral device may use the electrical power available 
over the USB bus to maintain the configuration information if it is in a volatile 
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memory and to perform tasks during the simulated disconnection. The characteristics 
of the peripheral devices contained in one or more configuration information sets 
may be stored in the host computer so that the configuration information may be 
easily changed. The combination of the configuration information sets stored in the 
host computer and the electronic disconnection and reconnection of the peripheral 
device permits the characteristics of a peripheral device to be changed rapidly 
without physical disconnection of the peripheral device. In addition, the 
configuration of any peripheral device connected to the USB may be altered or 
changed multiple times. The system also permits a generic USB interface system to be 
incorporated into a plurality of peripheral devices and then each peripheral device 
to be configured with manufacturer specific configuration information. 
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ABSTRACT : 

A system and method for reconfiguring a peripheral device connected by a computer 
bus and port to a host from a first generic configuration to a second manufacturer 
specific configuration is provided in which the configuration of a peripheral device 
may be electronically reset. A peripheral interface device for a standardized 
computer peripheral device bus and port is also provided in which a physical 
disconnection and reconnection of the peripheral device is emulated to reconfigure 
the bus and port for a particular peripheral device . 
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Detailed Description Text (3) : 

FIG. 1 is a diagram illustrating a standardized bus interface, such as a 
conventional computer system 20, that may include a host computer system 22 and a 
peripheral device 24. The peripheral device is connected to the host computer by a 
universal serial bus (USB) 26. The host computer may include a central processing 
unit (CPU) 28 connected to a USB interface (I/F) circuit 30, and the USB standard 
provides a universal electrical and physical interface for the peripheral devices 
via bus 26. The CPU executes software application code located in a memory 31 and 
communicates data to and from the peripheral device through the USB interface and 
the USB 26. The host computer may also include an operating system 32 which may 
include a software device driver 33. The peripheral device 24 may include a USB 
interface circuit 34, a CPU 36 and a non-volatile memory 38 that may store 
configuration information describing the characteristics of the peripheral device. 
The non-volatile memory may be a read only memory (ROM) or an erasable programmable 
read only memory (EPROM) . 

Detailed Description Text (4 ) : 

When the peripheral device is initially connected to the USB, an enumeration 
process is conducted in which the host computer determines the characteristics of 
the peripheral device by receiving the configuration information from the memory 38 
within the peripheral device, and configures the USB according to the 
characteristics of the peripheral device. As shown, the configuration information 
about the characteristics of the peripheral device in a conventional USB system is 
stored- in a non-volatile memory 38 on the peripheral device. The data about the 
characteristics of the peripheral device is programmed into the non-volatile memory 
at the factory, and the characteristics of the peripheral device may not be easily 
altered. In addition, the memory in the peripheral device stores all of the 
configuration information about the peripheral device which may require a large 
amount of memory in the peripheral device. 

Detailed Description Text (6) : 

FIG. 2 is a diagram illustrating a computer system 50 that may have a universal 
serial bus system in accordance with the invention. The computer system may include 
a host computer 52 connected to a peripheral device 54 by a universal serial bus 
(USB) 60. The host computer may include a CPU 62, a memory 64, an operating system 
65 and a USB interface circuit 66. One or more peripheral device drivers, such as a 
first peripheral device driver 68, may be stored in the operating system 65. Each 
device driver contains information about the proper configuration of the USB for a 
particular class of peripheral devices. The operating system within the host 
computer may also contain a plurality of different configuration information sets 
70, which may include configuration data for a particular peripheral device 
(including which device driver to use), microprocessor code to be executed by a CPU 
located in the peripheral device, or logic configuration data to configure logic 
circuits in the peripheral device. This invention advantageously enables these 
configuration information sets to be updated or altered easily since they are 
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located in the host computer and not in a non-volatile memory in the peripheral 
device . 

Detailed Description Text (15) : 

Each peripheral device 144, 14 6, 148 may include a universal USB interface system 
170 that may include a USB interface circuit 172 as shown in FIG. 4 and a loadable 
memory 174. Each peripheral device may also include a CPU 176 and a non-volatile 
memory 178. The non-volatile memory may store a unique manufacture signature or 
identifier that identifies the appropriate configuration information to be 
downloaded into the peripheral device. Now, the connection of each of these 
peripheral device to the computer system will be described. 

Detailed Description Text (16) : 

As shown in FIG. 5, peripheral device "A" 14 4 may have a unique manufacturer 

signature in the non-volatile memory 178. When the peripheral device is connected 
to the computer system, the enumeration process begins in which the USB interface 
system 170 is recognized by the USB as a generic device and the unique manufacturer 
signature is read from the non-volatile memory by the CPU 150 over the USB 14 9. The 
unique signature identifies device "A" characteristics 164 as the appropriate 
configuration information and that configuration information may be downloaded over 
the USB 14 9 into the memory 174 of the peripheral device as shown by dashed arrow 
180, Then the electrical simulation of the disconnection and reconnection of the 
peripheral device occurs, as described above, which cause re-enumeration of the 
peripheral device. During re-enumeration, device driver "A" 158, which is 
identified by device "A" characteristics 164 as the appropriate device driver, is 
loaded from the operating system into the memory, as shown by arrow 182, such that 
the peripheral device is now recognized as a peripheral device with device "A" 
characteristics. Thus, a generic hardware USB interface system may be incorporated 
into a peripheral device and the particular characteristics for the particular 
peripheral device may be later downloaded from the host computer into the 
peripheral device. 

Detailed Description Text (17) : 

Similarly, as shown in FIGS. 6 and 7, the peripheral devices 146, 148 may include 
the generic USB interface system and a unique manufacturer signature in the non- 
volatile memory and may be re-enumerated in accordance with the invention so that 
the appropriate device characteristics are downloaded from the host computer over 
the USB into the memory of the peripheral device and the appropriate device driver 
may be selected by the host computer. Thus, peripheral device "B" 146 (shown in 
FIG. 6) may have device "B" characteristics 166 downloaded into its memory, as 
shown by dashed arrow 184 in FIG. 6, and the host computer may use device driver 
"B" 160, as shown by arrow 186 in FIG. 6. The peripheral device "C" 148 (shown in 
FIG. 7) may have device "C" characteristics 168 downloaded into its memory as shown 
by the dashed arrow 188 in FIG. 7 and the host computer may use device driver "C" 
162 as shown by arrow 190 in FIG. 7. Thus, a generic USB interface system may be 
incorporated into a plurality of different peripheral devices, the appropriate 
configuration information may be downloaded into the peripheral device, and the re- 
enumeration recognizes the peripheral device as a manufacturer specific device. The 
re-enumeration of the generic peripheral device ensures that the host computer 
discards all device driver information about the generic connection and loads the 
manufacturer-specific device driver software. 
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DOCUMENT-IDENTIFIER: US 6012103 A 
TITLE: Bus interface system and method 



Abstract Text (1) : 

A system and method for reconfiguring a peripheral device connected by a computer 
bus and port to a host from a first generic configuration to a second manufacturer 
specific configuration is provided in which the configuration of a peripheral 
device may be electronically reset. A peripheral interface device for a 
standardized computer peripheral device bus and port is also provided in which a 
physical disconnection and reconnection of the peripheral device is emulated to 
reconfigure the bus and port for a particular peripheral device. 

Brief Summary Text (12): 

In addition, the universal serial bus interface system and method may be a single 
semiconductor chip which may be incorporated into a plurality of peripheral devices 
made by a plurality of manufacturers . The chip may initially have a generic 
configuration (e.g., not specific to a particular peripheral device). Then, the 
appropriate configuration information for a particular peripheral device and 
manufacturer may be downloaded to the chip, an electronic simulation of the 
disconnection and reconnection of the peripheral device occurs, the peripheral 
device is recognized as a new, manufacturer specific peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer. 

Detailed Description Text (9) : 

In operation, during the initial factory configuration of the peripheral device 
with the USB interface system in accordance with the invention, the memory may 
store an identification code indicating the appropriate configuration information 
set to be loaded. Thus, when the peripheral device is first* connected to the USB, 
the configuration information 70, including any microprocessor code applicable to 
the peripheral device and the appropriate configuration data for the peripheral 
device may be downloaded over the USB into the memory 74 of the peripheral device 
54 as shown by the dashed arrow 78. The electrical simulation of the disconnection 
and reconnection of the peripheral device from the USB, as described below, may be 
initiated and a re-enumeration process may occur. During the re-enumeration 
process, the newly downloaded configuration information may be used to reconfigure 
the USB for the peripheral device and the host computer may select the appropriate 
software device driver 68 for the peripheral device based on the configuration 
information and load the device driver into memory 64 as shown by arrow 80. For 
example, a plurality of different peripheral devices manufactured by different 
companies may each include a USB interface system in accordance with the invention. 
The USB interface system for each peripheral device is identical (e.g. has a USB 
interface circuit and a memory) except that each memory may contain an 
identification code that is unique to, for example, a particular manufacturer . When 
one of the peripheral devices is connected to the USB and the host computer, the 
appropriate configuration information for the peripheral device, based on the 
identification code, is downloaded over the USB to the memory of the peripheral 
device and the appropriate software device driver is loaded into the memory of the 
host computer. Thus, a plurality of different peripheral device may include the 
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same USB interface system hardware since the configuration information is located 
in the operating system of the host computer. Now, a conventional USB interface 
circuit and the universal serial bus interface circuit in accordance with the 
invention that permits the electronic disconnection and reconnection of the 
peripheral device will be described. 

Detailed Description Text (14) : 

FIGS. 5, 6, and 7 are diagrams illustrating three different peripheral devices from 
different manufacturers, for example, being connected to a host computer in 
accordance with the invention. In each Figure, a computer system 140 may include a 
host computer 142, a plurality of peripheral devices, such as peripheral device "A" 
144 (shown in FIG. 5), peripheral device "B" 146 (shown in FIG. 6), peripheral 
device "C" 148 (shown in FIG. 7) and a USB bus 149. The host computer 142 may 
include a CPU 150, a memory 152, an operating system 154 and a USB interface 
circuit 156. The operating system, in this example, may include a plurality of 
software device drivers, such as device driver "A" 158, device driver "B" 160 and 
device driver "C" 162, and a plurality of configuration information sets, such as 
device "A" characteristics 164, device "B" characteristics 166 and device "C" 
characteristics 168. 

Detailed Description Text (16) : 

As shown in FIG. 5, peripheral device "A" 14 4 may have a unique manufacturer 

signature in the non-volatile memory 178. When the peripheral device is connected 
to the computer system, the enumeration process begins in which the USB interface 
system 170 is recognized by the USB as a generic device and the unique manufacturer 
signature is read from the non-volatile memory by the CPU 150 over the USB 14 9. The 
unique signature identifies device "A" characteristics 164 as the appropriate 
configuration information and that configuration information may be downloaded over 
the USB 14 9 into the memory 174 of the peripheral device as shown by dashed arrow 
180. Then the electrical simulation of the disconnection and reconnection of the 
peripheral device occurs, as described above, which cause re-enumeration of the 
peripheral device. During re-enumeration, device driver "A" 158, which is 
identified by device "A" characteristics 164 as the appropriate device driver, is 
loaded from the operating system into the memory, as shown by arrow 182, such that 
the peripheral device is now recognized as a peripheral device with device "A" 
characteristics. Thus, a generic hardware USB interface system may be incorporated 
into a peripheral device and the particular characteristics for the particular 
peripheral device may be later downloaded from the host computer into the 
peripheral device. 

Detailed Description Text (17) : 

Similarly, as shown in FIGS. 6 and 7, the peripheral devices 146, 148 may include 
the generic USB interface system and a unique manufacturer signature in the non- 
volatile memory and may be re-enumerated in accordance with the invention so that 
the appropriate device characteristics are downloaded from the host computer over 
the USB into the memory of the peripheral device and the appropriate device driver 
may be selected by the host computer. Thus, peripheral device "B" 14 6 (shown in 
FIG. 6) may have device "B" characteristics 166 downloaded into its memory, as 
shown by dashed arrow 184 in FIG. 6, and the host computer may use device driver 
"B" 160, as shown by arrow 186 in FIG. 6. The peripheral device "C" 148 (shown in 
FIG. 7) may have device "C" characteristics 168 downloaded into its memory as shown 
by the dashed arrow 188 in FIG. 7 and the host computer may use device driver "C" 
162 as shown by arrow 190 in FIG. 7. Thus, a generic USB interface system may be 
incorporated into a plurality of different peripheral devices, the appropriate 
configuration information may be downloaded into the peripheral device, and the re- 
enumeration recognizes the peripheral device as a manufacturer specific device. The 
re-enumeration of the generic peripheral device ensures that the host computer 
discards all device driver information about the generic connection and loads the 
manufacturer - specif ic device driver software. 
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Detailed Description Text (19) : 

The universal serial bus interface system in accordance with the invention provides 
several advantages. The system provides an easy technique to associate new device 

driver software with a peripheral device, known as re-enumeration. A peripheral 
device may be disconnected and reconnected to the USB without the physical 
disconnection and reconnection of the peripheral device to cause re-enumeration to 
occur. In addition, because the peripheral device is not physically disconnected 
from the host computer, the peripheral device may use the electrical power 
available over the USB bus to maintain the configuration information if it is in a 
volatile memory and to perform tasks during the simulated disconnection. The 
characteristics of the peripheral devices contained in one or more configuration 
information sets may be stored in the host computer so that the configuration 
information may be easily changed. The combination of the configuration information 
sets stored in the host computer and the electronic disconnection and reconnection 
of the peripheral device permits the characteristics of a peripheral device to be 
changed rapidly without physical disconnection of the peripheral device. In 
addition, the configuration of any peripheral device connected to the USB may be 
altered or changed multiple times. The system also permits a generic USB interface 
system to be incorporated into a plurality of peripheral devices and then each 
peripheral device to be configured with manufacturer specific configuration 
information . 

CLAIMS : 

2. The system of claim 1, wherein said first configuration is a generic 
configuration assigned to the peripheral device and said second configuration 
comprises a unique manufacturer configuration. 

15. The method of claim 14, wherein said first configuration comprises generic 
configuration assigned to the peripheral device and said second configuration 
comprises a unique manufacturer configuration. 

30. The device of claim 29, wherein said first configuration comprises a generic 
configuration and said second configuration comprises a manufacturer specific 
configuration. 
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Abstract Text (1) : 

A system and method for reconfiguring a peripheral device connected by a computer 
bus and port to a host from a first generic configuration to a second manufacturer 
specific configuration is provided in which the configuration of a peripheral 
device may be electronically reset. A peripheral interface device for a 
standardized computer peripheral device bus and port is also provided in which a 
physical disconnection and reconnection of the peripheral device is emulated to 
reconfigure the bus and port for a particular peripheral device. 

Brief Summary Text (13) : 

In accordance with the invention, a system and method for reconfiguring a 
peripheral device connected by a computer bus and port to a host computer is 
provided in which a host computer detects a peripheral device connected to the port 
in which the peripheral device has a first configuration. A second set of 
configuration information may be downloaded from the host computer into the 
peripheral device over the computer bus, and the configuration of the peripheral 
device is electronically reset from said first configuration to a second 
configuration based on the second set of configuration information. 



13. The system of claim 1, wherein said third circuit comprises a reset circuit 
configured to reset the configuration of the peripheral device. 

23. The method of claim 14, wherein said simulating comprises electronically 
resetting the configuration of the peripheral device, controllable by the 
peripheral device. 

33. The device of claim 24, wherein said electronic simulating means comprises 
means for electronically resetting the configuration of the peripheral device. 



CLAIMS : 
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Abstract Text (1) : 

A system and method for reconfiguring a peripheral device connected by a computer 
bus and port to a host from a first generic configuration to a second manufacturer 
specific configuration is provided in which the configuration of a peripheral, 
device may be electronically reset. A peripheral interface device for a 
standardized computer peripheral device bus and port is also provided in which a 
physical disconnection and reconnection of the peripheral device is emulated to 
reconfigure the bus and port for a particular peripheral device. 

Brief Summary Text (12) : 

In addition, the universal serial bus interface system and method may be a single 
semiconductor chip which may be incorporated into a plurality of peripheral devices 
made by a plurality of manufacturers . The chip may initially have a generic 
configuration (e.g., not specific to a particular peripheral device). Then, the 
appropriate configuration information for a particular peripheral device and 
manufacturer may be downloaded to the chip, an electronic simulation of the 
disconnection and reconnection of the peripheral device occurs, the peripheral 
device is recognized as a new, manufacturer specific peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer. 

Detailed Description Text (9) : 

In operation, during the initial factory configuration of the peripheral device 
with the USB interface system in accordance with the invention, the memory may 
store an identification code indicating the appropriate configuration information 
set to be loaded. Thus, when the peripheral device is first connected to the USB, 
the configuration information 70, including any microprocessor code applicable to 
the peripheral device and the appropriate configuration data for the peripheral 
device may be downloaded over the USB into the memory 74 of the peripheral device 
54 as shown by the dashed arrow 78. The electrical simulation of the disconnection 
and reconnection of the peripheral device from the USB, as described below, may be 
initiated and a re-enumeration process may occur. During the re-enumeration 
process, the newly downloaded configuration information may be used to reconfigure 
the USB for the peripheral device and the host computer may select the appropriate 
software device driver 68 for the peripheral device based on the configuration 
information and load the device driver into memory 64 as shown by arrow 80. For 
example, a plurality of different peripheral devices manufactured by different 
companies may each include a USB interface system in accordance with the invention. 
The USB interface system for each peripheral device is identical (e.g. has a USB 
interface circuit and a memory) except that each memory may contain an 
identification code that is unique to, for example, a particular manufacturer . When 
one of the peripheral devices is connected to the USB and the host computer, the 
appropriate configuration information for the peripheral device, based on the 
identification code, is downloaded over the USB to the memory of the peripheral 
device and the appropriate software device driver is loaded into the memory of the 
host computer. Thus, a plurality of different peripheral device may include the 



h eb bgeeefc e 



e ge 



Record Display Form 



Page 2 of 3 



same USB interface system hardware since the configuration information is located 
in the operating system of the host computer. Now^ a conventional USB interface 
circuit and the universal serial bus interface circuit in accordance with the 
invention that permits the electronic disconnection and reconnection of the 
peripheral device will be described. 

Detailed Description Text (14) : 

FIGS. 5, 6, and 7 are diagrams illustrating three different peripheral devices from 
different manufacturers, for example, being connected to a host computer in 
accordance with the invention. In each Figure, a computer system 140 may include a 
host computer 142, a plurality of peripheral devices, such as peripheral device "A" 
144 (shown in FIG. 5), peripheral device "B" 146 (shown in FIG. 6), peripheral 
device "C" 148 (shown in FIG. 7) and a USB bus 149. The host computer 142 may 
include a CPU 150, a memory 152, an operating system 154 and a USB interface 
circuit 156. The operating system, in this example, may include a plurality of 
software device drivers, such as device driver "A" 158, device driver "B" 160 and 
device driver "C" 162, and a plurality of configuration information sets, such as 
device "A" characteristics 164, device "B" characteristics 166 and device "C" 
characteristics 168 . 

Detailed Description Text (16) : 

As shown in FIG. 5, peripheral device "A" 144 may have a unique manufacturer 

signature in the non-volatile memory 178. When the peripheral device is connected 
to the computer system, the enumeration process begins in which the USB interface 
system 170 is recognized by the USB as a generic device and the unique manufacturer 
signature is read from the non-volatile memory by the CPU 150 over the USB 149. The 
unique signature identifies device "A" characteristics 164 as the appropriate 
configuration information and that configuration information may be downloaded over 
the USB 14 9 into the memory 174 of the peripheral device as shown by dashed arrow 
180. Then the electrical simulation of the disconnection and reconnection of the 
peripheral device occurs, as described above, which cause re-enumeration of the 
peripheral device. During re-enumeration, device driver "A" 158, which is 
identified by device "A" characteristics 164 as the appropriate device driver, is 
loaded from the operating system into the memory, as shown by arrow 182, such that 
the peripheral device is now recognized as a peripheral device with device "A" 
characteristics. Thus, a generic hardware USB interface system may be incorporated 
into a peripheral device and the particular characteristics for the particular 
peripheral device may be later downloaded from the host computer into the 
peripheral device. 

Detailed Description Text (17): 

Similarly, as shown in FIGS. 6 and 7, the peripheral devices 146, 148 may include 
the generic USB interface system and a unique manufacturer signature in the non- 
volatile memory and may be re-enumerated in accordance with the invention so that 
the appropriate device characteristics are downloaded from the host computer over 
the USB into the memory of the peripheral device and the appropriate device driver 
may be selected by the host computer. Thus, peripheral device "B" 14 6 (shown in 
FIG. 6) may have device "B" characteristics 166 downloaded into its memory, as 
shown by dashed arrow 184 in FIG. 6, and the host computer may use device driver 
"B" 160, as shown by arrow 186 in FIG. 6. The peripheral device "C" 148 (shown in 
FIG. 7) may have device "C" characteristics 168 downloaded into its memory as shown 
by the dashed arrow 188 in FIG. 7 and the host computer may use device driver "C" 
162 as shown by arrow 190 in FIG. 7. Thus, a generic USB interface system may be 
incorporated into a plurality of different peripheral devices, the appropriate 
configuration information may be downloaded into the peripheral device, and the re- 
enumeration recognizes the peripheral device as a manufacturer specific device. The 
re-enumeration of the generic peripheral device ensures that the host computer 
discards all device driver information about the generic connection and loads the 
manufacturer - specific device driver software. 
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Detailed Description Text (19) : 

The universal serial bus interface system in accordance with the invention provides 
several advantages. The system provides an easy technique to associate new device 
driver software with a peripheral device, known as re-enumeration. A peripheral 
device may be disconnected and reconnected to the USB without the physical 
disconnection and reconnection of the peripheral device to cause re-enumeration to 
occur. In addition, because the peripheral device is not physically disconnected 
from the host computer, the peripheral device may use the electrical power 
available over the USB bus to maintain the configuration information if it is in a 
volatile memory and to perform tasks during the simulated disconnection. The 
characteristics of the peripheral devices contained in one or more configuration 
information sets may be stored in the host computer so that the configuration 
information may be easily changed. The combination of the configuration information 
sets stored in the host computer and the electronic disconnection and reconnection 
of the peripheral device permits the characteristics of a peripheral device to be 
changed rapidly without physical disconnection of the peripheral device. In 
addition, the configuration of any peripheral device connected to the USB may be 
altered or changed multiple times. The system also permits a generic USB interface 
system to be incorporated into a plurality of peripheral devices and then each 
peripheral device to be configured with manufacturer specific configuration 
information. 

CLAIMS : 

2. The system of claim 1, wherein said first configuration is a generic 
configuration assigned to the peripheral device and said second configuration 
comprises a unique manufacturer configuration. 

15. The method of claim 14, wherein said first configuration comprises generic 
configuration assigned to the peripheral device and said second configuration 
comprises a unique manufacturer configuration. 

30. The device of claim 29, wherein said first configuration comprises a generic 
configuration and said second configuration comprises a manufacturer specific 
configuration . 
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Brief Summary Text (7) : 

The Universal Serial Bus (USB ) and "firewire" (IEEE 13 94) has been introduced in the 
computer industry to effectuate "time sharing" of many of these low speed peripheral 
devices over a single higher speed connection thereby providing higher performance 
communication links while using such peripheral devices . This higher speed 
connection requires only minimal resources (such as I/O, DMA, Interrupt an d Memory) 
from the host system. Prior art systems require such resources per peripheral • 

Detailed Description Text (24) : 

Handshake responses to USB packets must occur in approximately one microsecond. Even 
with interrupts, this is considerably faster than typical microcomputers can 
respond, therefore the architecture must compensate for this mismatch. The preferred 
compensation implementation employ the use of "auto-NAK" wherever feasible, and the 
use of "pre-conf iguration. " For example, only one pipe at a time can be active, 
therefore, in principle one working pointer will suffice to read and write packets 
in the USB RAM 13 0. However, if the microcomputer cannot respond fast enough to 
setup the pointer for each pipe, then the pointer would have to point to the same 
default memory location for all pipes. But this then requires the microcomputer to 
load and unload each data packet quickly and to free up the memory for the next 
transaction. In general, this is not practical, therefore we use the "pre -configure" 
strategy: each endpoint has an associated virtual endpoint register, within the 
virtual endpoint register file storage location 248 of the dual port RAM device 214, 
identified within the device 214 by a pre-assigned address per each endpoint 
register. Using this address, each endpoint register may be pre-loaded during reset 
by the microcontroller device 140. 
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OTHER PUBLICATIONS 
Don Johnson, "Universal Serial Bus System Architecture". 
ART-UNIT: 272 

PRIMARY-EXAMINER: Lee; Thomas C. 
ASSISTANT-EXAMINER: Peyton; Tammara 

ATTY-AGENT-FIRM: Oppenheimer, Wolff & Donnelly, LLP Hamrick; Claude A. S. 
ABSTRACT: 

A RAM-based interrupt -driven interface device is disclosed for establishing a 
communication link between a universal serial bus (USB) host and a microcontroller 
device for providing a control function, the interface device being operative to 
receive digital information in the form of command, data and control packets from 
the host and to process the packets and communicate the processed digital 
information to the microcontroller device, and in response thereto, the 
microcontroller device being operative to communicate digital information to the 
interface device for processing and transfer thereof to the host. The interface 
device includes means for receiving a command generated by the host through a USB 
bus, means for storing the host -generated command and for generating an interface 
device interrupt signal upon storage of said host -generated command for use by the 
microcontroller device in responding to the host-generated command, a 
microcontroller bus for transferring microcontroller information and the interface 
device interrupt signal between the interface device and the microcontroller device. 
The interface device further includes means for receiving a microcontroller command 
from the microcontroller device in response to said interface device interrupt 
signal and means for storing the microcontroller command and it is operative to 
generate a microcontroller device interrupt signal upon storage of the 
microcontroller command for use by the interface device in developing an address for 
identification of the interface device to the host during subsequent communications 
therebetween, wherein during communication between the host and the interface 
device, the interface device -developed address is used by the interface device to 
identify host-provided information in the form of packets, and upon processing of 
the host-provided information, to provide the microcontroller device with the 
necessary information to allow it to respond to the host thereby allowing a generic 
microcontroller device to be flexibly interfaced with a USB, host for communication 
therebetween. 
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Brief Summary Text (46): 

Accordingly, it is an objection of the present invention to provide a Serial 
Interface Controller that uses buffering via a memory -based interface capable of 
generating interrupt signals to the generic microcontroller, and of coordinating 
data transfers between the host and the microcontroller, including flow control, 
and error handling and retry mechanisms. 

Detailed Description Text (73) : 

At this point, it suffices to briefly discuss the organization of data within the 
dual port RAM device 214. Referring now to FIG. 9, a memory map 300, which is the 
default memory map (or organization) of information stored in the dual port RAM 
device 214. It should be noted that the default memory map 300 is designed to 
support the Cyl23 ISDN Controller device, disclosed in U.S. Pat. No. 5,541,930. 



20. A RAM-based interrupt-driven serial interface device for establishing a 
communication link between a high performance serial bus host and a microcontroller 
device providing a control function, the interface device being operative to 
receive digital information in the form of information packets from the host and to 
process the packets and store the processed digital information in RAM memory 
buffers, then to generate an interrupt signal to the microcontroller device, and in 
response thereto, the microcontroller device being operative to access digital 
information stored in particular locations in the RAM memory buffers, and in 
response to said information, to write other information into other locations in 
the RAM memory buffers, then generate an interrupt signal to the interface device, 
which then interprets said other information, comprising: 

timing and control means for controlling storage of data buffer descriptor 
information describing the particular RAM memory buffers; 

dual port RAM means including data storage buffers, a descriptor storage buffer and 
means for permitting independent access to said descriptor storage buffer by both 
the microcontroller device and the serial interface device; 

means by which the microcontroller device can signal said timing and control means 
that said descriptor storage buffer has been initialized; 

hardware based storage means for storing descriptor information describing 
particular locations in said data storage buffers, such information to be used 
dynamically while transferring data to and from the high-performance serial bus and 
the data storage buffers described by the data buffer descriptor information, said 
timing and control means and said dual port RAM means being further operative to 
access said descriptor storage buffer and to copy the descriptor contents into said 



h eb bgeeefcec ege 



CLAIMS: 



Record Display Form 



Page 2 of 2 



hardware based storage means, and being further operative to manage said data 
transfer between the data storage buffers and the serial bus; 

means for generating interrupt signals for signaling the microcontroller device 
upon completion of the data transfer between the serial bus and the data storage 
buffer described by said descriptor contents; 

means for receiving address information and read and write strobes from the 
microcontroller device for accessing the described data storage buffer so that data 
can be exchanged between the dual port RAM means and the microcontroller device; 

means for inhibiting storage of serial transfers from the host after an interrupt 
signal is sent to the microcontroller device thereby allowing the microcontroller 
to access uncorrupted data from the described data storage buffer; 

means for receiving an interrupt signal from said microcontroller device signaling 
that access to the data storage buffer has been completed and that a data storage 
buffer described by the descriptor contents is available for use; 

means for disabling said inhibit means so that additional data transfer between the 
high performance serial bus and the data storage buffer can occur; 

means for detecting errors occurring during data transfers and for reinitializing 
said descriptor storage buffer for use in a "re-try" attempt; and 

means for indicating that an error has occurred during data transfers and for 
signaling the host via the high performance serial bus that a "re-try" is required. 
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Detailed Description Text (6) : 

The host 110 in one embodiment of the invention is a personal computer ("PC")/ 
commonly known in the art. Such a system will generally include a host processor 121 
as well as host memory 122, which may include long term memory such as a hard drive 
and short term memory such as RAM, where memory 122 may be internal or external to 
the host system 110. The host 110 is connected to the subsystem 114 via interface 
112. In various embodiments of the invention, interface 112 can be a serial 
interface (e.g., RS-232) , an ISA interface, a USB interface, a PCI interface, a 
PCMCIA interface, an LPC interface, or any of a plurality other interfaces as are 
generally known in the art. 

Detailed Description Text (105) : 

Further, not only does each processor have read access to the cached information, 
but it can also write to the buffered windows of information, hence the buffered 
information must be updated. In order to keep the respective mapped memory locations 
updated, bits (in both the buffered locations and the regular processor memory 
space) that are changed are tagged. The ICCU monitors the tagged bits, and when bits 
are tagged, the ICCU requests core bus access. Upon an access grant, the ICCU 
initiates a sequence, e.g., a DMA transfer, to update the bits in the RISC memory 
space. Similarly, when buffered bits of DSP memory in the RISC memory space, or the 
2K window buffered in the DSP memory space are written to by the RISC or other 
device, these bits are also tagged in the RISC memory space. The ICCU is notified, 
and will request access to the DSP memory resources to update the information. Thus, 
the processors write cycles do not need to be delayed to wait for access to the 
respective busses (DSP bus or core bus) . In fact, by using such a memory mapping 
technique, the processors will have access to the memory spaces of other processors 
independent of timing requirements, load requirements or availability of memory 
space of the various memories and processors. Memory is thus shared in an autonomous 
and load balanced manner. 
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Competitive Analysis: Analog Devices, Inc.; ADSP-2104 vs. Texas Instruments 
TMS320C203 [ADSP-2104]; 1996 Analog Devices, Inc. 

ART-UNIT: 213 

PRIMARY-EXAMINER: Pan; Daniel H. 

ATTY-AGENT-FIRM: Rosenberg; Gerald B. NewTechLaw 
ABSTRACT: 

A system is disclosed that includes a plurality of processors, which in some 
embodiments include DSPs and other microprocessors, and a distributed uniform 
memory. The distributed uniform memory is subdivided into a plurality of addressable 
memory spaces each of which are respectively primarily associated with one of the 
processors in the plurality of processors. At least an addressably contiguous 
portion of the addressable memory space primarily associated with one processor is 
mapped into the addressable memory space primarily associated with another 
processor. Thus, a processor will have access to the addressable memory space 
primarily associated with another processor, but will have such access independent 
of the load and timing requirements of the other processors. 



21 Claims, 19 Drawing figures 
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Brief Summary Text (5) : 

When a peripheral device is first connected to the USB and the host computer through 
a standard USB communications port, the presence of the connected peripheral device 
is detected and a configuration process of the USB for the connected peripheral 
device, known as device enumeration, begins. The enumeration process assigns a 
unique USB address to the connected peripheral device, queries the connected 
peripheral device about its requirements and capabilities, writes data about the 
connected peripheral device into the host computer's operating system, and loads the 
appropriate software device driver from a storage location into the host computer's 
operating system. During the query, a data table stored in the peripheral device, 
which contains the particular peripheral device's configuration information, is read 
from the peripheral device into the host computer's memory . Upon completion of the 
enumeration process, the connected peripheral device is recognized by the host 
computer ' s operating system and may be used by application software being executed 
by the microprocessor of the host computer . The association of the device with the 
software device driver cannot be subsequently changed. 

Brief Summary Text (6) : 

In a serial bus system, such as the USB, the only opportunity for associating 
software device drivers with a peripheral device is at the time when the peripheral 
device is plugged into the USB and the enumeration process occurs. Thus, to alter 
the configuration or personality of a peripheral device, such as downloading new 
code or configuration information into the memory of the peripheral device, the host 
computer system must detect a peripheral device connection or a disconnection and 
then a reconnection. 

Brief Summary Text (12) : 

In addition, the universal serial bus interface system and method may be a single 
semiconductor chip which may be incorporated into a plurality of peripheral devices 
made by a plurality of manufacturers. The chip may initially have a generic 
configuration (e.g., not specific to a particular peripheral device). Then, the 
appropriate configuration information for a particular peripheral device and 
manufacturer may be downloaded to the chip, an electronic simulation of the 
disconnection and reconnection of the peripheral device occurs, the peripheral 
device is recognized as a new, manufacturer specific peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer . 

Detailed Description Text (3) : 

FIG. 1 is a diagram illustrating a standardized bus interface, such as a 
conventional computer system 20, that may include a host computer system 22 and a 
peripheral device 24. The peripheral device is connected to the host computer by a 
universal serial bus (USB ) 26. The host computer may include a central processing 
unit (CPU) 28 connected to a USB interface (l/F) circuit 30, and the USB standard 
provides a universal electrical and physical interface for the peripheral devices 
via bus 26. The CPU executes software application code located in a memory 31 and 
communicates data to and from the peripheral device through the USB interface and 
the USB 26. The host computer may also include an operating system 32 which may 
include a software device driver 33. The peripheral device 24 may include a USB 
interface circuit 34, a CPU 36 and a non-volatile memory 38 that may store 
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configuration information describing the characteristics of the peripheral device. 
The non-volatile memory may be a read only memory (ROM) or an erasable programmable 
read only memory (EPROM) . 

Detailed Description Text (4) : 

When the peripheral device is initially connected to the USB, an enumeration process 
is conducted in which the host computer determines the characteristics of the 
peripheral device by receiving the configuration information from the memory 38 
within the peripheral device, and configures the USB according to the 
characteristics of the peripheral device. As shown, the configuration information 
about the characteristics of the peripheral device in a conventional USB system is 
stored in a non-volatile memory 3 8 on the peripheral device. The data about the 
characteristics of the peripheral device is programmed into the non-volatile memory 
at the factory, and the characteristics of the peripheral device may not be easily 
altered. In addition, the memory in the peripheral device stores all of the 
configuration information about the peripheral device which may require a large 
amount of memory in the peripheral device. 

Detailed Description Text (6) : 

FIG. 2 is a diagram illustrating a computer system 50 that may have a universal 
serial bus system in accordance with the invention. The computer system may include 
a host computer 52 connected to a peripheral device 54 by a universal serial bus 

(USB ) 60. The host computer may include a CPU 62, a memory 64, an operating system 
65 and a USB interface circuit 66. One or more peripheral device drivers, such as a 
first peripheral device driver 68, may be stored in the operating system 65. Each 
device driver contains information about the proper configuration of the USB for a 
particular class of peripheral devices. The operating system within the host 
computer may also contain a plurality of different configuration information sets 
70, which may include configuration data for a particular peripheral device 

(including which device driver to use) , microprocessor code to be executed by a CPU 
located in the peripheral device, or logic configuration data to configure logic 
circuits in the peripheral device . This invention advantageously enables these 
configuration information sets to be updated or altered easily since they are 
located in the host computer and not in a non-volatile memory in the peripheral 
device . 

Detailed Description Text (9) : 

In operation, during the initial factory configuration of the peripheral device with 
the USB interface system in accordance with the invention, the memory may store an 
identification code indicating the appropriate configuration information set to be 
loaded. Thus, when the peripheral device is first connected to the USB, the 
configuration information 70, including any microprocessor code applicable to the 
peripheral device and the appropriate configuration data for the peripheral device 
may be downloaded over the USB into the memory 74 of the peripheral device 54 as 
shown by the dashed arrow 78. The electrical simulation of the disconnection and 
reconnection of the peripheral device from the USB, as described below, may be 
initiated and a re-enumeration process may occur. During the re -enumeration process, 
the newly downloaded configuration information may be used to reconfigure the USB 
for the peripheral device and the host computer may select the appropriate software 
device driver 68 for the peripheral device based on the configuration information 
and load the device driver into memory 64 as shown by arrow 80. For example, a 
plurality of different peripheral devices manufactured by different companies may 
each include a USB interface system in accordance with the invention. The USB 
interface system for each peripheral device is identical (e.g. has a USB interface 
circuit and a memory ) except that each memory may contain an identification code 
that is unique to, for example, a particular manufacturer. When one of the 
peripheral devices is connected to the USB and the host computer, the appropriate 
configuration information for the peripheral device, based on the identification 
code, is downloaded over the USB to the memory of the peripheral device and the 
appropriate software device driver is loaded into the memory of the host computer . 
Thus, a plurality of different peripheral device may include the same USB interface 
system hardware since the configuration information is located in the operating 
system of the host computer . Now, a conventional USB interface circuit and the 
universal serial bus interface circuit in accordance with the invention that permits 
the electronic disconnection and reconnection of the peripheral device will be 



Record Display Form 



http://westbre:8002^iii/cgi-bin/a(xiii]|^^SPT&acrion=PRESEhrr&^^ 



described. 

Detailed Description Text (14) : 

FIGS. 5, 6, and 7 are diagrams illustrating three different peripheral devices from 
different manufacturers, for example, being connected to a host computer in 
accordance with the invention. In each Figure, a computer system 140 may include a 
host computer 142, a plurality of peripheral devices, such as peripheral device "A" 
144 (shown in FIG. 5), peripheral device "B" 146 (shown in FIG. 6), peripheral 
device "C" 148 (shown in FIG. 7) and a USB bus 149. The host computer 142 may 
include a CPU 150, a memory 152, an operating system 154 and a USB interface circuit 
156. The operating system, in this example, may include a plurality of software 
device drivers, such as device driver "A" 158, device driver "B" 160 and device 
driver "C" 162, and a plurality of configuration information sets, such as device 
"A" characteristics 164, device "B" characteristics 166 and device "C" 
characteristics 168 . 

Detailed Description Text (16) : 

As shown in FIG. 5, peripheral device "A" 144 may have a unique manufacturer 
signature in the non-volatile memory 178. When the peripheral device is connected to 
the computer system, the enumeration process begins in which the USB interface 
system 170 is recognized by the USB as a generic device and the unique manufacturer 
signature is read from the non-volatile memory by the CPU 150 over the USB 149. The 
unique signature identifies device "A" characteristics 164 as the appropriate 
configuration information and that configuration information may be downloaded over 
the USB 149 into the memory 174 of the peripheral device as shown by dashed arrow 
180. Then the electrical simulation of the disconnection and reconnection of the 
peripheral device occurs, as described above, which cause re-enumeration of the 
peripheral device. During re -enumeration, device driver "A" 158, which is identified 
by device "A" characteristics 164 as the appropriate device driver, is loaded from 
the operating system into the memory, as shown by arrow 182, such that the 
peripheral device is now recognized as a peripheral device with device "A" 
characteristics. Thus, a generic hardware USB interface system may be incorporated 
into a peripheral device and the particular characteristics for the particular 
peripheral device may be later downloaded from the host computer into the peripheral 
device. 

Detailed Description Text (17) : 

Similarly, as shown in FIGS. 6 and 7, the peripheral devices 14 6, 14 8 may include 
the generic USB interface system and a unique manufacturer signature in the 
non-volatile memory and may be re -enumerated in accordance with the invention so 
that the appropriate device characteristics are downloaded from the host computer 
over the USB into the memory of the peripheral device and the appropriate device 
driver may be selected by the host computer . Thus, peripheral device "B" 146 (shown 
in FIG. 6) may have device "B" characteristics 166 downloaded into its memory, as 
shown by dashed arrow 184 in FIG. 6, and the host computer may use device driver "B" 
160, as shown by arrow 186 in FIG. 6. The peripheral device "C" 148 (shown in FIG. 
7) may have device "C" characteristics 168 downloaded into its memory as shown by 
the dashed arrow 188 in FIG. 7 and the host computer may use device driver "C" 162 
as shown by arrow 190 in FIG. 7. Thus, a generic USB interface system may be 
incorporated into a plurality of different peripheral devices, the appropriate 
configuration information may be downloaded into the peripheral device, and the 
re -enumeration recognizes the peripheral device as a manufacturer specific device. 
The re -enumeration of the generic peripheral device ensures that the host computer 
discards all device driver information about the generic connection and loads the 
manufacturer-specific device driver software. 

Detailed Description Text (19) : 

The universal serial bus interface system in accordance with the invention provides 
several advantages. The system provides an easy technique to associate new device 
driver software with a peripheral device, known as re -enumeration. A peripheral 
device may be disconnected and reconnected to the USB without the physical 
disconnection and reconnection of the peripheral device to cause re -enumeration to 
occur. In addition, because the peripheral device is not physically disconnected 
from the host computer, the peripheral device may use the electrical power available 
over the USB bus to maintain the configuration information if it is in a volatile 



Record Display Form 



http://westbrs:8002/bin/cgi-bin/accui|^^SPT«&action=PR£SENT&p_L=10 



memory and to perform tasks during the simulated disconnection. The characteristics 
of the peripheral devices contained in one or more configuration information sets 
may be stored in the host computer so that the configuration information may be 
easily changed. The combination of the configuration information sets stored in the 
host computer and the electronic disconnection and reconnection of the peripheral 
device permits the characteristics of a peripheral device to be changed rapidly 
without physical disconnection of the peripheral device. In addition, the 
configuration of any peripheral device connected to the USB may be altered or 
changed multiple times. The system also permits a generic USB interface system to be 
incorporated into a plurality of peripheral devices and then each peripheral device 
to be configured with manufacturer specific configuration information. 
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ART-UNIT: 212 

PRIMARY -EXAMINER: Lee; Thomas 
ASSISTANT -EXAMINER: Du; Thuan 

ATTY -AGENT -FIRM: Maiorana, P.C.; Christopher P. 
ABSTRACT : 

A system for reconfiguring a peripheral device having a first configuration 
connected by a computer bus and a port to a host computer. The system comprises a 
first circuit and a second circuit. The first circuit may be configured to download 
information for a second configuration from the host computer into the peripheral 
device over the computer bus. The second circuit may be configured to electronically 
simulate, over the computer bus, a physical disconnection and reconnection of the 
peripheral device to reconfigure the peripheral device to the second configuration. 
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Bus by various manufacturers 



Abstract Text (1) : 

A Universal Serial Bus (USB) controller with a VIDS pin to set up a plurality of 
vendor identification which can be accompanied with interface and software program. 

Thus, one chip can achieve Vendor ID/Product ID (VID/PID) of 2.sup.N types (N is a 
positive integer equal to or greater than 1) in accordance with various USB 
manufactures and products. 

Brief Summary Text (6) : 

In view of the above problem, well-known manufacturers including Microsoft, Intel, 
IBM, DEC, Compaq, NEC, Nortel, and other international companies, have jointly set 
up an open type framework organization to establish the standards for the USB, with 
the issue of edition 1.0 of its specifications in January 1996. These 
specifications are applicable to personal computers with a PC framework. Microsoft 
has adhered to the USB as the standard for performance in the new edition of their 
Windows operation system, Windows 98. In addition, major manufacturers of the 
mother board have included USB interfaces in their products. 

Brief Summary Text (7) : 

In response to the above specifications, manufacturers of the known art have 
provided their products with various types of USB controllers, such as the USB 
keyboard controller, USB mouse controller, USB hub controller, etc. 

Brief Summary Text (9) : 

According to USB specifications, in order for the peripheral output /input equipment 
of a PC system to be provided a function of plug and play as the goal, each 
function should be provided with VID/PID for identification by the PC. Since VID 
from different manufacturers of USB products are not identical (for example, 
company A and company B produce compatible USB keyboards which in different VID) , 
even the same series of products by the same brand may have different PID (such as 
in USB keyboards, where the scanning method and language may differ and lead to 
different PID) . The design used in this invention allows for the initial assembling 
of 2.sup.N types (N.gtoreq.l) of VID/PID, and then uses VIDS pins in conjunction 
with a software program and interface control to select the setting/reading of the 
VID/PID. The features of this design are not defined in edition 1.0 of the USB 
specifications. The addition of the function will make the design more versatile in 
meeting the demands of manufacturers who use the USB controller when producing 
computer peripheral equipment which have USB functions (for example, in the 
production of a USB keyboard, USB mouse, and USB hub controller) . In order to meet 
the needs of general USB controllers, the present invention requires all USB 
product designs and manufacturers to provide only one kind of product for every 
usage. This will significantly lower inventory risks and production costs. 

Detailed Description Text (2) : 

FIG. 1 is the block diagram of a Universal Serial Bus ("USB") controller (11) of 
the present invention. The controller comprises a micro-controller (12), a USB 
module(13), an input bus (14), and a VIDS pin as an output pin to set up a 
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plurality of vendor and product identification code. The micro-controller (12) 
contains a data memory (121) and non-volatile memory (122) for recording VID/PID 
from various manufacturers and products, and other relevant information. 

Detailed Description Text (3) : 

FIG. 2 shows a preferred embodiment of the USB controller of the present invention. 
The terminals 1,2, . . , N of the USB controller (21) are connected via resistors 
Rl, R2, . . . RN, to a higher voltage level (in this embodiment, +5V) . Under these 
conditions, the terminals 1, 2, . . . N, are pulled high. At the same time, 
terminals 1,2 . . . N are connected through the interface (22) (in this case formed 
from diodes 01, D2, . . . DN) to the VXDS pin which serve as an output pin. In this 
embodiment, under ordinary conditions, the output voltage level of VIDS pin is 
high. Only on the setting/reading values of the VID/PID in the USB controller, the 
output voltage level is changed tea low level. Thus, the manufacturer or designer 
can use the installation of diodes Dl, D2, . . . DN to obtain 2.sup.N combinations. 
Once the VIDS is at a low voltage level, the input terminals with diodes can be set 
at a low level. Input terminals without being installed diodes maintain a high 
voltage level that is originally pulled high. In other words, by setting the VIDS 
pin at a low voltage level with or without the diodes Dl, D2, . . . DN installed to 
set the values of input terminals 1, 2, . . . N, one of 2.sup.N type combinations 
(decided by the diodes Dl, D2, . . . DN) is obtained. 

US Reference Patent Number (9) : 
6Q121Q3 
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ATT Y-AGENT- FIRM: Christensen O'Connor Johnson Kindness PLLC 



ABSTRACT: 

A Universal Serial Bus (USB) controller with a VIDS pin to set up a plurality of 
vendor identification which can be accompanied with interface and software program. 
Thus, one chip can achieve Vendor ID/Product ID (VID/PID) of 2.sup.N types (N is a 
positive integer equal to or greater than 1) in accordance with various USB 
manufactures and products . 

4 Claims, 5 Drawing figures 
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TITLE: Fault detection on a dual supply system for a universal serial bus system 



Detailed Description Text (2) : 

FIG. la shows the architecture of a universal serial bus repeater 5 which includes 
a universal serial bus controller 10 connected to a number of outside ports. The 
universal serial bus controller 10 controls the routing of the signals from the 
upstream port to the downstream ports and from the downstream ports to the upstream 
port and error detection and recovery. Universal Serial Bus (USB) Port 0 (12) is 
the universal serial bus upstream port which is typically connected to a host 
computer. Universal Serial Bus Ports 1 to 7 (18) are universal serial bus 
downstream ports which are typically connected to universal serial bus devices. D+ 
and D- signify signals which are sent to and from both the upstream and downstream 
ports. At the connection to the universal serial bus port 0 (12), there is a 5 Volt 
bus voltage signified as VBUSIN. The VBUSIN voltage is input to the 5 V to 3.3 V 
Regulator 14, with the output of the regulator being sent to power the universal 
serial bus controller 10, the fault detect circuit 24, and the power-on reset 
circuit 17 (i.e., resetting the controller during power-up) (shown in FIG. 5). The 
universal serial bus controller 10 also has a crystal input (XTAL) 16 which 
operates at 48 MHz for purposes of timing. 
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ART-UNIT: 27 7 

PRIMARY-EXAMINER: Heckler; Thomas M. 

ATTY-AGENT-FIRM: McDonnell Boehnen Hulbert & Berghoff 

ABSTRACT: 

A method and apparatus for a dual power supply on a universal serial bus system 
using an overcurrent detect circuit . Dual power supplies in the universal serial 
bus system allows for greater flexibility of operation and is based on two separate 
power systems. The first power system is achieved using the power line on the bus 
connecting to the universal serial bus controller. The second power system is a 
separate power supply to power the downstream ports. Moreover, the universal serial 
bus system has an overcurrent and thermal error detect circuit based on the power 
system in order to achieve an efficient and cost effective method and apparatus in 
which to notify the universal serial bus controller of any error in the power 
system. 

47 Claims, 14 Drawing figures 
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